UBND HUYEN TAN HONG CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG THCS NGUYEN DU DPéc lap - Tu do - Hanh phiic
S6: 12 /KH THCSND Tdn Hong, ngay0>  thang 01 ndm 2022
KE HOACH

Ung phé su ¢6, bao dam an toan théng tin mang
trong nha trwong giai doan 2021 - 2025

Can ctr ké hoach s 301/KH UBND ngay 28 thang 12 niam 2021 cua Uy ban
nhan dan huyén Tan Hong vé viéc tng pho su c¢d, bao dam an toan thong tin mang trén
dia ban huyén Tan Hong g1a1 doan 2021 — 2025;

Can cr ké hoach sb 1654/KH-PGDDT ngay 31 thang 12 nam 2021 cua Phong
gido dyc huyén Tan Hong vé viéc tmg pho su ¢d, bao dam an toan thong tin mang trén
dia ban huyén Tan Hong giai doan 2021 — 2025;

Nay truong THCS Nguyén Du xdy dung Ké hoach tng pho su ¢, bao dam an toan
thong tin mang trong nha truong giai doan 2021 - 2025 nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

- Bao dam an toan thong tin cho cac hé théng thong tin quan trong trong nganh
gido duc va dao tao; kha nang thich tng mot cach chua dong, linh hoat, gidm thi€u cac
nguy co mat an toan thong tin trén mang; dé ra cac phuong an ung pho khi phét sinh
su ¢O mat an toan thong tin mang.

- Bao dam cac diéu kién can thiét dé trién khai kip thoi cac phuong an tng ciru
khan cap sy c0 an toan thong tin mang.

- Nang cao nhan thirc, k§ nang vé bao dam an toan thong tin mang cho can bo,
cong chuc, vién chirc va nguoi lao dong.

2. Yéu cau

- Can cu két qua giam sat, khao sat va danh gid nguy co mat an toan thong tin
mang cua cac hé thong thong tin trong nha truong dé dua ra cac phuong an tng pho
phu hop.

- Xay dung ké hoach dé ra cac tiéu chi dé kip thoi xac dinh tinh chat, mirc do
nghiém trong ctia sy ¢6 khi ¢6 su ¢ xay ra.

- Trién khai cac noi dung cua K& hoach, bao dam kha thi, hiéu qua.

II. NHIEM VU TRIEN KHAI

1. Trién khai cac nhiém vu khi chwa cé sw c6 xay ra

- Tuyén truyén, pho bién Quyét dinh s6 05/2017/QD-TTg ngy 16 thang 3 ndm 2017
va cac van ban quy pham phap lut vé an toan thong tin mang Vé} Thong tur 86 20/2017/TT-
BTTTT ngay 12 thang 9 nam 2017 ctiia Bo Thong tin va Truyén thong quy dinh vé di€u
phoi, tng clru su ¢0 an toan thong tin mang trén toan qudc.

2. Trién khai cdc nhiém vu Kkhi c6 sw ¢6 xay ra

a) Tiép nhdn, phan tich, vmg ciru ban dau va théng bdo s cé
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- Tiép nhén, xac minh sy cd: Theo dai, tiép nhan, phan tich cac canh bao, dau
hiéu sy ¢ tur cac ngudn bén trong va bén ngoai. Khi phan tich, xac minh su cb da xay
ra, can t6 chirc ghi nhan, thu thap chu’ng ctr, xac dinh ngudn gde sy ¢b

- Sau khi da xac dinh sy ¢ xdy ra, can ci vao ban chét, diu hiéu cua su cd td
chtrc trién khai cac budc uu tién ban dau dé xu 1y su c6 theo theo hudng dan cia Pon
vi chuyén trach vé ting ctru su co lién quan.

- B4o c4o su cb.

b) Trién khai vmg ciru, ngan chan va xir Iy sw ¢

- Trién khai thu thap ching ct, phan tich, xac dinh pham vi, d6i tuong bi anh hudng.

- Trién khai phan tich, xac dinh ngudn gbc tin cong, to chirc tng ctru va ngin
chan, giam thi€u tac dong, thiét hai dén hé thong thong tin.

C) Xt Iy sw ¢6, g6 b6 md doc va khéi phuc hé thong

- Xt Iy sy 6, g6 bo mé doc: Sau khi da trién khai ngdn chin su b, Nha truong van
hanh hé thong thong tin trién khai tiéu diét, g& bé cac mi doc, phan mém doc hai khac phuc
cac diém yéu an toan thong tin ctia hé thong thong tin.

- Khoi phuc hé thdng: Trién khai cac hoat dong khoi phuc hé théng thong tin dir
liéu va két ndi; cau hinh hé thong an toan; bo sung cac thiét bi, phan ciing phan mém
bao dam an toan thong tin cho h¢ thong thong tin.

- Kiém tra, danh gia hé thong thong tin: Kiém tra, ddnh gia hoat dong cia toan
bd hé thong thong tin sau khi khac phuc su co.

I11. TO CHU'C THUC HIEN

- Can c ndi dung Ké hoach nay, tinh hinh thyc té cac bo phan c6 lién quan
trong nha truong trién khai dau moi 1a Gido vién phu trach cong nghé thong tin tham
muu thyc hién phuong an doéi phd, ing ctru su c6 an toan thong tin mang tai don vi
theo dé cuong phu luc ctia quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017 cua Thu
tudng Chinh phu.

- Nha truong Giao cho giao vién phu trach cong nghé thong tin bdo dam an toan
thong tin mang tai truong va bao cao vé Phong Giao duc va Pao tao d¢ tong hop thong
tin kip thoi qua Phong Van hoé va Thong tin.

- Pinh ky ngay 10/6 bo céo 6 thang, bao cdo nim trudc ngdy 10/12 két qua
thuc hién vé Phong Gido duc va Pao tao (qua phan mém iDesk).

Trén day 1a Ké hoach tng pho su ¢6, bao dam an toan thong tin mang trong nha
trrong giai doan 2021 — 2025 cia truong THCS Nguyen Du./.

Noi nhin: HIEU TRUONG
-Phong GD (bao cdo);

- BGH- GVNV (thuc hién);
-Luu:VT.

Nguyén Vin Pong Tién



Phu luc 11 )
~ TRIEN KHAI CAC NHIEM VU KHI CO SU' CO XAY RA
(kem theo Ké hoach so: /KH THCSND ngay thang 01 nam 2022 ciia Tuong THCS Nguy)

Stt

Nhiém vu

Theo d&i, tiép nhan, phan tich cac canh bao, dau hiéu su cb co thé tir cdc ngudn bén trong va bén ngoai (16 chirc ghi nhdn, thu thdp
chitng cir, xdc dinh nguén goc sir c6)

T6 churc trién khai cac bude uu tién ban dau dé xur 1y sy ¢b theo ké hoach tng pho su ¢d di duoc cap tham quyén phé duyét hoic theo

2 huéng dan ciia co quan chuyén trach Gmg ciru su ¢ an toan thong tin mang dbi véi nha truong

3 | Lua chon phuong 4n ngin chin va xtt 1y su c6; bdo céo, dé xuat chii quan hé thong thong tin

5 Biéo cao su c6 dén cac to chirc, ca nhan lién quan bén trong va bén ngoai nha trudng, to chic theo quy dinh tai Diéu 9 Théng tu sb
20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 va quy dinh ndi b0 (néu co)

6 Trién khai thu thap chung ci, phan tich, xac dinh pham vi, df)i tugng bi anh hudng; phan tich, xac dinh nguén gbc tan cong, to chic
ung ctru va ngdn chan, giam thiéu tdc dong, thi¢t hai dén h¢ thong thong tin.

7 | GO bo cac ma doc, phén mém doc hai, khic phuc céc diém yéu an toan thong tin cua hé théng thong tin.

8 Khoi phuc hé thong thong tin, dir liéu va két ndi; cau hinh hé thong an toan; bo sung cac thiét bi, phan cing, phan mém bao dam an
toan thong tin cho hé thong thong tin.

9 Kiém tra}, danh gia hoat dong cta toan bo h¢ théng thong tin sau khi khic phuc su co. Truong hop hé théng ghua hoat dong on dinh, can
tiep tuc t6 chirc thu thdp, x4c minh lai nguyén nhan, xur ly dirt diém, khoi phuc hoat dong b1nh thuong cia hé thong thong tin.

Tong hop toan b cac thong tin, bao cdo, phan tich co lién quan dén su cd, cong tac trién khai phuong an tng clru sy cd, bao cao chu
10 |quan hé théng thong tin; dong thoi, to chtrc phan tich nguyén nhan, rat kinh nghiém trong hoat dong xur ly su ¢ va dé xuat cac bién

phép bo sung nhim phong ngira, tmg ctru ddi véi cac su cd twong tu trong tuong lai.
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